08 Apr 1996

CEl M P (25- 1a)

MEMORANDUM FOR ALL HQUSACE ELEMENTS AND USACE COMVANDS
SUBJECT: Year 2000 Advisory

1. Ref er ences:

a. Menorandum HQDA SAI S-11 AC, 13 MAR 96, subject: Project
Change of Century Action Plan.

b. ER 25-1-2, Life Cycle Managenent of Automated |Information
Systens (AlS).

2. Nunerous references have begun to appear in the popul ar press
regardi ng the inpendi ng YEAR 2000 date problem This issue
involves the inability of many conputers, commercial -of f-the-
shel f (COTS) software packages, and in-house software
applications, to process appropriately date arithnmetic invol ving
the year 2000. This has significant potential negative inpacts
for the Corps.

3. There are less than four years remaining to identify and
resolve all of the Corps YEAR 2000 date problenms. The issue is
real, and it affects virtually all our team menbers --from our
Commanders to all individuals who nmust rely on output from any of
our automated information systenms. |In-house applications used
for out year budgeting have al ready experienced failures. The
magni tude of the problem and the seriousness of its potenti al

i npact on all classes, categories, and types of Corps information
systens, including nmanagenent and busi ness, scientific and

engi neering, process control, and others, cannot be

over enphasi zed.

4. Addressing the Year 2000 problemas a normal part of system
mai nt enance or operating under the assunption that our hardware
inventory will be totally replaced, and thus the problemw Il "go
away" by the Year 2000, are inappropriate approaches to
addressing this issue. No DoD funds will be available either to
identify or to correct the vulnerabilities at the MACOM | evel .

In fact, DOD has placed the | eadership and resource
responsibility at each of the Functional Proponent levels. It
wll be up to the | ocal commander and/or AI'S Functiona
Proponent s/ Program Managers to identify, fund, and correct al



YEAR 2000 vulnerabilities identified in hardware, in-house
applications, and COTS.
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5. Based on reference la, a series of surveys will be conducted
to better assist both our Headquarters and HQDA in assessing the
depth and breadth of YEAR 2000 inpact on the Corps, particularly
internms of our AIS. W will be inventorying our A'S, beginning
with those for which the Corps is responsible at the Arny |evel,
and then working our way down to Command uni que systenms. Each
Al' S Functional Proponent should expect to be prepared to answer
detail ed sets of questions concerning the Year 2000 issue for

hi s/ her application, with an end goal of certification to HQUSACE
and HQDA ensuring operational conpliance.

6. Additional information on the nature and scope of the YEAR
2000 problemis at the enclosure, including Wrld Wde Wb (\WW
resources which may be of assistance. Please nake w dest
distribution of this information, including distribution to AI'S
Functional Proponents, Program Managers, Data Managers, and
Chiefs/Directors of Information Managenent.

7. For AI'S devel opnent or nodernization which is supported by
contract resources, |anguage should be in place to require Year
2000 conpliance in all software contract deliverables. Al

m croconput er hardware acqui sitions should include contract

| anguage requiring the vendor to certify to the governnent that
t he proposed hardware Basi c-1 nput-Qut put System
(BIOS)/ not herboard will "rollover" properly at m dnight on
Decenber 31, 1999, and recogni ze the year 2000, and that it wll
continue to do so without additional operator intervention. Al
COTS software acquisitions should also require that the
requesting office certify that they have researched the matter
and ascertained that the requested COTS software is "year 2000"
aware. Ml estone Decision Authority (MDA) reviews and approvals
are other key decision intervals which we nust use to assure Year
2000 conpli ance.

8. W intend to aggressively work the YEAR 2000 issue within the
Command, and will be passing along information updates as we
receive them We will also be calling for periodic updates on
progress for neeting Year 2000 transition goals wthin each of
our organi zations, and for each of our corporate AIS. This is an
iterative process, and we will manage it accordingly.
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9. Points of contact are M. Mredith C. Wlters, CEIMP, (202)
761-4732, (Meredith. C Valters@QSACE. ARW.M L), or M. Laurens T.
Kennedy, CEIM P, (202) 761-1627, (Laurens. T. Kennedy @QJSACE. ARMY.
ML).

FOR THE COMVANDER:
I1sl]

Encl RONALD A. DABBI ERI
Col onel, Corps of Engineers
Director of Information
Managenent

CF:
CEI MS Command Data Adm ni strator
CEI M S Command Data Base Adm ni strator



Year 2000 Advi sory

1. GENERAL. The YEAR 2000 date probleminpacts on all classes,
categories, and types of Corps information systens, including
managenent and busi ness, scientific and engi neering, process
control, and others. Problenms encountered will vary fromthe
cosnetic (wong date headi ngs on reports), to the inconvenient
(1 mproper sorts), to the fatal (absolute failure of m ssion
critical systens). More subtle problens nay not even be

i mredi atel y apparent.

2. THREE FACETS OF THE PROBLEM This problem has three (3)
f aces:

a. Hardware problens - the failure of nost conputers with a
pre-1996 Basic | nput Qutput System (BI OS) and not herboard to
"rollover"” correctly on Decenber 31, 1999 - going to either 1900
or 198x;

b. Commercial -Of-The-Shelf (COIS) software problens - the
failure of nmuch of the existing software base to "rollover"” on
Decenber 31, 1999 - in sonme cases |ocking up the system and al
the resident data; and

c. Applications software problens - for any operating
automated information system (AlIS) which either chose to use a
two digit date field (00 - 99) by software devel oper decision, or
was only allowed to use a two digit date field by the
i npl enenting medi un(s) - progranm ng | anguage, database
managenent system or operating system Additional issues may
arise froma programm ng "convention" of using the year "99" as
an end-of-file indicator.

3. PERSONAL COWUTERS. Prelimnary investigations have
indicated that 6 in 10 or nore personal conputers currently in
use will not rollover correctly on Decenber 31, 1999. |In sone
cases these systens can be reset to the correct date manually, in
others the systens can be "fooled" into adopting the correct date
by the insertion of a small programinto the AUTCEXEC. BAT file.
Al'l remaining systens will require a replacenent of the BIOS or

Bl OS and not herboard. No information exists to permt an
"academ c" diagnosis of any given PC, testing is strictly a
"hands on" process. Results may not necessarily be extrapol at ed
across any manufacturer’s product |line due to the propensity
within the industry to change sources for critical conponents,

i ke "notherboards.” A recomended testing procedure downl oaded
fromthe I NTERNET follows this docunent. G ven the Corps

t endency towards continuous nodernization, this facet of the



probl em may be self correcting, as nost of the current PC
inventory may well have been replaced by Decenber 31, 1999.
Nevert hel ess, any 286's or 386's, and many 486's within the
current inventory will fail on Decenber 31, 1999, causing
significant problens for the operators at that tine. Wat is the
magni tude of the problen? If we assunme an approxi mate 28, 000 PC
baseline in the Corps, and a static PC inventory, and estimte an
average cost of $50.00 for an upgraded BIOS (if one is avail abl e)
plus $75.00 for installation and reconfiguration, this | eaves a
possi bl e unbudget ed expense of up to $3.5M for workstations

al one.

4. CEAP-1 A | NFRASTRUCTURE. The Corps current infrastructure
standards --SUN Sol ari s and ORACLE are Year 2000 conpatible. The
previous infrastructure standards -- CDC 4xxx/EP/I X pl atfornms and
ORACLE, and the CDC 9XX/ NOS platforns with ORACLE are al
schedul ed for replacenent prior to Decenber 31, 1999.

5. COWERCI AL OFF- THE- SHELF SOFTWARE (COTS). Sone COTS software
has been determ ned not only to fail, but to conpletely |lock up
the systemand all related data files. No information exists to
permt an "academ c" di agnosis of any given COIS; testing is
strictly a hands on process, and given results may not
necessarily be extrapol ated across any manufacturer’s product
line, or even across the sanme versions of the product. New COIS
version nunbers are generally assigned only for major new

rel eases, with interimproduct fixes randomy distributed. This
facet of the problemprimarily focuses on PC software packages
(e.g., word processi ng packages, spreadsheets, database
managenent systens, query packages, etc.) which all nay be
subject to failure on Decenber 31, 1999. Most m ni conputer
software is currently Year 2000 aware and conpati bl e.

6. AUTOVATED | NFORMATI ON SYSTEMS (AIS). By far the nost
critical aspect of the problemis the potential failure of
corporate AIS. Critical corporate systens involving outyear
budgeti ng have already failed to go beyond 1999. These probl ens
may be intrinsic to the software for AIS inplenmented in currently
or previously popular PC COTS packages (such as various Xbase
dialects), or they may be purely a result of

i npl enent ati on/ devel opnent deci sions. No substantive third party
reference exists to permt diagnosis of whether or not a problem
will occur. 1In the case of |ocal Xbase dial ect applications,
this problem my be further conplicated by the absence of a
reliable version of source code for the application. The
corporate rel ati onal database managenent system (RDBMS), ORACLE
and the corporate operating system SOLARI'S (a UN X vari ant)
handl e the Year 2000 without difficulty. This is not to say that
applications inplenented in these tools are automatically safe.
Al'l existing AIS nust be tested for rollover, and, if they fail,
nmust be inspected by hand, line by line, in order to repair them



In addition, all |egacy data nmust be adjusted. Furthernore, many
systens have faulty date logic identifying the Year 2000 as a
non-| eap year --the Year 2000 IS A LEAP YEAR!

7. | MPACT AMONG AI'S. The inpact of changi ng one system can
affect interoperability wwth other AIS and, as such, nust be
coordi nated and nanaged to handl e new date related interface
changes. Were do your systens get their data? Wth what
systens and external organizations do your systens interface?

| dentifying these specific interfaces and dependenci es becones an
i nportant aspect to a successful Year 2000 transition. This is a
particul ar challenge within the Corps, as Al'S are nmanaged and

mai ntained in a decentralized manner by a w de nunber of
Functional Proponents at all organizational |evels.

8. TOOLS TO ADDRESS THE PROBLEM  Significant nunbers of tools
are available to assist in solving this problem- for COBQ,
FORTRAN or RPG | anguage applications, and for the IBMPCMfam |y
of mai nfranme/ m ni conput er operating systens products. There are
no known tool s available to address ol der Xbase di al ect
applications, e.g., dBase II/111, Cipper, FoxPro, etc., nor are
there any known tools to address problens in ORACLE based
applications, since the problemwould be systens devel oper
originated and native to the application rather than a
shortcom ng of the inplenenting nedium

9. WORLD WDE WEB SITES (WWy. At the present tinme, information
is avail able through the foll ow ng WAV resources:

http://ww army. m|/disc4-pg/test/iiac/y2k/index~1. htm
http://ww. ni snt. navy. m |
http://ww. year 2000. coni cgi - bi n/ cl ock. cgi

http://ww. audi t serve. cont yr 2000/ count down. cgi
http://ww. software.i bm con year 2000/ paper . ht n
http://testor. uta. edu/~fadi/2000. ht m

10. THE BOTTOM LINE. The time to begin both planning and your
Year 2000 transition is now Ildentify which hardware, COIS, and
applications within your command or area of responsibility wll
be i npacted and determ ne the extent/specifics of the problem
This is the inventory and assess phase. The next step is to plan
and prioritize identified changes. Wat nodifications are
required? Wio will be responsible? 1Is there an order for

change, based on mssion criticality or systens

interrel ationshi ps? How many man nonths will it take to conplete
and test the identified necessary changes? What are the
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resources required? Wat is the appropriate technical and
managenent approach? Based on answers to these type questions,
actual changing, testing, and inplenentation can then take pl ace
in an orderly fashion. Proper data adm ni stration, prototyping,
paral |l el devel opnent, testing, and quality assurance are al
critical factors for assuring a snooth Year 2000 transition.



PERSONAL COVPUTER REAL TI ME CLOCK ROLLOVER TEST

The PC date and tinme problemresults fromcode carried over
fromthe old IBMPC AT BICS. Do not conduct these tests on
systens containing date sensitive passwords until such passwords
have been deactivated; otherwi se you may | ock the machine with
al | passwords expired.

PHASE | .
1. Set the systens date to 31 Dec 1999.
2. Set the systens clock to 23:58 (11:58 p.m).

3. Check that the date and tinme have been set using DATE and
TI ME commands.

4 Power down t he machi ne.
5. Wait five m nutes.
6 Switch the machi ne back on.

7. Check the date and tine. It should be a few m nutes
after mdnight on the first of January 2000.

PHASE | 1.

1. Set the date to 01 Jan 2000.

2. Check that the date has been set using the DATE command.

3 Power down the machi ne.

4. Wit one mnute or so.

5. Switch the machi ne back on.

6. The machine should still exhibit an 01 Jan 2000 date.
PHASE | 11.

1. Reset the correct systens date.

2. Reset the correct systens tine.

If the systemin question fails either or both of these

tests, it will probably have to be replaced. Additional
information on the Year 2000 problemand its inplications for
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hardware and software can be found on the | NTERNET at
http://ww. year 2000. com



